iOS Enrolment Guide

iOS Version: 14.1 | Microsoft Infune | Inftune Company Portal: 4.11.1 | Example Device: Apple iPhone 7

Note: This device guide is based on the above listed device and operating system version, steps may differ for different device or
operating system versions.

Based on your company's mobility requirements, enrolling your device will allow you to access corporate apps, and/or receive email,
contacts and calendars.

The enrolment process will take approximately between 10 to 25 minutes

Prerequisites

Email Address: This is your work email address
Network Credentials: This is your network username and password used to log into internal corporate systems.
Connectivity: You will need an active 3G/4G or Wi-Fi connection

Battery: Ensure your device has been charged and has at least 50% of battery remaining to complete the enrolment
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HOW TO
Upgrade your
social stories

NOW TRENDING

Top updates this week

= y =

Step 1 Step 2

Open the App Store Select Search

app

w mobile mentor

Discover
widget

house design
no wifi games

books

Suggested

Dancing Road: Color
Ball Run!

od TFT: Teamfight Tactics

Step 3

Select the search bar
the top of the screen

Copyright © 2020 Mobile Mentor

Page 2

No SIM = 2:41 PM <)

) intune company porta‘ © Cancel

1. intune company portal

qwer ty
a s df gh j k I
£ z x cvbnm@®

122 @ & search

Step 4

Enter Intune Company
Portal then select
search

No SIM & . 2:41PM 7%

Q) intune company portal & Cancel

SignNow: Send & Sig...
S 1S & Create iture GET
L 8 & 8 &

Inu‘mel Company Porfal

Step 5

Select GET

Note: If Company
Portal has been
installed previously GET
will be replaced by a
Cloud icon
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€3 intune company portal @ Cancel Cancel Cancel

8 SignNow: Send & Sig... Microsoft Intune Microsoft Intune
F 15 & Create Sture GET
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«

e
B8 Microsoft Enter password
Sign in

Password

Email or phone

Forgot my password Approve sign in request

Can't access your account? @ We've sent a notification to your mobile

Company Portal device. Please open the Microsoft
R s i Sign in from another device Authenticator app to respond.

! L Having trouble?|Sign in another way
Next
E ik g “ -

% %k %k

Microsoft privacy & cookies

Step 6 Step 7 Step 8 Step ¢ Step 10

Select OPEN Select Signin Enter your company Enter your company Approve MFA signin
Email address then password then select request
select Next Signin
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No SIM =

Set up Mobile
Mentor access

Set up your device to access your email,

devices, Wi-Fi, and apps for work.

) Review privacy information
) Download management profile
Install management profile

) Check device settings

Learn more

Postpone

No SIM 5

& Back

Device management and
your privacy

Here is what Mobile Mentor can and cannot
see or do on your device.

O

- View browsing history on this device

+ See your personal emails, documents, contacts,
or calendar

- Access your passwords

« View, edit or delete your photos

+ See the location of a personal device

Learn more

No SIM 5

& Back

Device management and
your privacy

Here is what Mobile Mentor can and cannot
see or do on your device.

Y

- View browsing history on this device

+ See your personal emails, documents, contacts,
or calendar

+ Access your passwords

« View, edit or delete your photos

+ See the location of a personal device

Learn more
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Setup
access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information
|
Download management profile
Install management profile

) Check device settings

Learn more

Postpone

No SIM & 2:59 PM

Cancel @& anage.microsoftcom aA

This webshe i trying 1o download a
configuration profile. Do you want &
allo This?

Allow

Step 11 Step 12 Step 13 Step 14 Step 15

Select Begin Select Continuve Select Continue Select Continue

Select Allow then press
the home button
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Settings

Sign into your iPhone

Finish Setting Up Your iPhone

Profile Downloaded

Aeroplane Mode

Settings Wi-Fi

Bluetooth

Notifications

Step 16 Step 17

Select Profile
Downloaded

Open the Settings app

w mobile mentor

3:00 PM

Cancel Install Profile Install

Manaaement Profile

105ProfileSigning. manage microsoft.com
Verified v

Install this profile to get access to your
company apps

Device Enralment Challenge

More Details

Remove Downloaded Profile

Step 18

Select Install
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Installing Profile

@ Management Profile

Signed by 10SProfileSigning.manage.microsoft.com
Verified +

Description  Install this profile to get access to your
company apps

Contains Device Enrolment Challenge

More Details

Remove Downloaded Profile

Install

Cancel

Step 19

Select Install

3:00 PM

Cancel Warning Install

CERTIFICATE

Installing the certificate “Microsoft Intune Root
Certification Authority” will add it to the list of
trusted certificates on your iPhone.

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https:/f
i.manage.microsoft.com/DeviceGatewayProxy/
ioshandler.ashx” to remotely manage your
iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage and list apps, and remotely erase data
on your iPhone.

Step 20

Select Install



3:00 PM L M= 3:00 PM 2 No SiM & 3:00 PM -]
Cancel @& anage.microsoft.com aA ¢,
Cancel Warning Install Profile Installed

Find My iTunes Store Setup

Shortcuts
ROOT CERTIFICATE u p access
4 e a Management Profile X
Installing the certificate “Microsoft Intune Root & 4
Tips Watch

5 Set up your device to access your email,
Certification Authority” will add it to the list of Contacts Download management profile

devices, Wi-Fi, and apps for work.
trusted certificates on your iPhone. by 10SProfiles "
! . [.m ! cv,‘gmng'm"ag':'mmmw com When prompted, select Allow to download the profile
Verified

@ Review privacy information
MOBIl Desc on  Install this profile to get access to your

Remote Management company apps
Install o you trust this profiles source to Contains Mobile Device Management
admir enrol your iPhone into remote DGVIE% Identity Certificate
i.man management? 2 Certificates
iosha
iPhon Cancel Trust

After it downloads, select Done to continue. |
© Download management profile
Downloaded the management profile? Continue now. |

@ Install management profile

|

More Details Check device settings

Learn more

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage and list apps, and remotely erase data
on your iPhone.

Mobile Mentor Privacy Terms  Feedback Continue

® 2020 Microsoft. All rights reserved.

Postpone

Step 21 Step 22 Step 23 Step 24 Step 25

Select Trust Select Done then press Open the Comp Portal Select Cancel Select Continve
the home button (or app
swipe up, depending
on your device)
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Check device settings Check device settings Find My Shortcuts  iTunes Store Find My Shorteuts  iTunes Store Eind My Shortcuts  iTunes Store

\ A
We are chef:klng whether your device — I o n g L New Passcode ! -
meets Mobile Mentor compliance and Tap Retry to recheck your compliance wit b h'S e Enter a strong passcode with 6 o g

security policies. This may take a few Mobile Mentor requirements.

h t including 0 ial yourn
more characters including 0 special
minttes. Translate Contacts Watch characters (#&1).

Last checked: 21/10/2020 at 3:02 PM

App Management Change @ setapassword Gontintie
Lmr;r;x:::!:a:lge;m?‘*:ls :/rl‘zn;:rp A password is required to acces pan Passcode Requirement Emergency Call
“Intune Company Portal"? Your app 850l S, ‘You must set_an_ lPhone_ unlock Emergency Call
5in Vit beco T maneten, passcode within 59 minutes.

Set Passcode

How to resolve this

Cancel Manage Later Change Now

Feel free to browse the web or make a cup of coffee while
we finish up.

Step 26 Step 27 Step 28 Step 29 Step 30

Select Manage Press the home button Select Change Now Create a 6-digit Confirm 6-digit
(or swipe up, passcode then select passcode then select
depending on your Continue Set Passcode

device)
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¢ BB

Files Find My Shortcuts  iTunes Store

& (e

Tips

£

Portal

Step 31

Open Comp Portal app

w mobile mentor
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£ Back

Check device settings

Tap Retry to recheck your compliance with
Mobile Mentor requirements.

Last checked: 21/10/2020 at 3:02 PM

© Setapassword

How to resolve this

Step 32

Select Retry

No SIM

You're all set!
You should now have access to your email,
devices, Wi-Fi, and apps for work.
@ Review privacy information
|
@ Download management profile

|
@ Install management profile

|
@ Check device settings

Learn more

Step 33

Select Done
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Get notified so you don't
lose access

"

We'll send important notifications to your
device when action is needed so you can
keep accessing work resources.

You can turn this off later in app settings.

Step 34

Select Ok

Completed!

If you require further
support, please
contact
support@mobile-

mentor.com


mailto:support@mobile-mentor.com

